Hacrpoiika VPN — nocryna k BHyrpuceresbim pecypcam CIIOITY

Hcnons3zoBanue texHonorun VPN 1no3BossieT MOMydYUTH JOCTYN KO BHYTPEHHUM CETEBBIM
pecypcam CIIGITY mo 3ammdpoBaHHOMY KaHATY 3a TpeeliaMid YHHBEPCUTETA.

CepBUCOM MOXXHO TIOJB30BATHCS, MCHOJIB3YS TOJIbKO KOPHOPATHBHYI0 YYETHYIO 3alMUCh (B
aomeHe @spbstu.ru).

OrnaBneHue
YeTAHOBKA ANYCONMNECT ........oiiiiiiiiiiiiiiceiee ettt et re e s n e e saneene e saneereesanees 2
MHeTpyRIus I WINAOWS 10.......cooiiiiii et 2
MHeTPpYRISA JIIT WINAOWS 7.ttt st 6

MHCTPYRIHSE AT IMACOS ...ttt st s et e s b e e s bt e e sbe e e saneeesneeesaneeesnneesas 10



Ycranoska AnyConnect

HNucrpykuus nias Windows 10

1.CkaunBaeM ¢ opunuagbHOro caiita Microsoft komnonenT AnyConnect — HaXHMasi KHOTIKY
«ITomyuntsy.

Ha npennoxxenne ayrentuduuponarsest B MS MokHO oTBeTUTH «Hert, cnacu6o», mocine uero
3arpy»kaercs U yctaHaBinupaercs Moayinb AnyConnect.

https://www.microsoft.com/ru-ru/p/anyconnect/9wzdncrdj8lh?activetab=pivot:overviewtab

Becnnatho
AnyConnect
Clsco Systems * buanec -
\ & Crmcok xenaHmii
& Cm. TpeBoBanua Kk cucTeme
L 43

Please direct any questions, feedback or problem reports to ac-
mobile-feedback@cisco.com.

Bonble

‘ 0 \ ANA BCEX BO3PACTOB
+

2.Haxxumaewm 3nauok «Ilyck» u Beioupaem AnyConnect.

HeaaeHo gobaeneHHble

e AnyConnect

g Skype ana busHeca

(3 OneDrive ana busHeca

Passeprymn v

3.lanee BeiOupaem «Settings» u otkiitouaeM Block. Bo3Bpamaemcs B myHkT VPN nepexoaum.

Cisco AnyConnect Secure Mobility Client

VPN Settings Diagnostics About

Block Untrusted Servers

@ O off



4.Bosspaiaemcs B myHKT VPN u xmém Manage VPN.

VPN Settings Diagnostics About

Please use System Settings to manage AnyConnect VPN
connections.

5.Beibupaem VPN 1 Hasxumaem «+».

VPN

JNobBaswts VPN-noakn:oueHne

cneny

JononHutenbHble napamMeTpbl

Pazpewunts VPN B CETAX € NMMUTHEIM TaPUOHBIM NNGHOM

@ s

Pazpewwnts VPN B poymunHre

@@ o

6.B nepgoii crpoke BeiOnpaem AnyConnect. B aByx npyrux nonsitHoe uist Bac umsi, Hanpumep
CIIGITY, u anpec nmonkmodenwust (rone «MmMs umm agpec cepsepay): sslvpn.spbstu.ru.

Haxxmurte «CoxpaHutby.



[obaeute VPN-noakntoveHme

MocraBwwk yeayr VPN
Nma nogkntoueHwa

NOHATHOE 41 Bac - Hanpumep CM6eMY

WMma unu agpec cepeepa
sslvpn.spbstu.ru
Twun AaHHLIX A8 BXO4a

Mma nonb3oBatena (HeobAzaTenkHoO)

[Mapont (HeobazaTeNbHO)

+/ 3anoMHWTE MOM AaHHLIE ANA BXOAa

OTMeHa

7.Jlanee Ha)XMMaeM Ha BHOBb CO3/1aHHBIN spibraoK « CIIOITY».

Mapamerpsl

(Y ThaeHas V P N

+ AobBaevts VPN-noakn:oueHme

Vo) CIIGMY

CeTb 1 ViKTepHeT

CocrosHue
¥ Ethernet [lononHuTeNbHbIE NapameTpb
% Habop Homepa Pazpewuntb VPN B CETAX C AUMUTHEIM TaPUOHBIM NAGHOM
@ s«
| %= ven

Pazpewwuts VPN B poymuHre

(S  VcnonszoeaHue aaHHbIX Q Bia.



8.00paruTe BHUMaHHE Ha «PbIYAXXKM» BHU3Y OKHA — OHH JIOJDKHBI OBITH BKIIFOUEHBI.
B packpeiBiiemcst okHe HaxuMaeM «llogKIIFounThCs.

VPN

+ Jdobaeute VPMN-noaknoueHKe

g crem

nﬂﬂKﬂID'-IHTI:EH I|E|,'l!}I'III!Z:I'JIHI."ITI'-L‘.J'l EHEIE NMapaMeTPLI

Ynanate

9.ITpu BO3HUKHOBEHUH MPEIYIIPEKACHUS O cepTUdHUKaTe HAKUMaeM «/laeey.

By crenY

[aHHble AnA BXOA3 B CETL

Security Warning: Untrusted Server

AnyConnect cannot verify the identity of the server:
195.209.230.180

Certificate validation errors:
- Certificate does not match the server name.
- Certificate is from an untrusted source.

Tap continue if you want to ignore these problems and
proceed with the VPN connection. Otherwise tap cancel.

Server certificate details:

Store: OpenSSL

Subject: CN=ASA Temporary Self Signed Certificate
Common Mame: ASA Temporary Self Signed Certificate
Issuer: CN=ASA Temporary Self Signed Certificate

Not Valid Before: Jun 19 16:34:59 2018 GMT

Mot Valid After: Jun 16 16:34:59 2028 GMT

Serial: 4CCFDBAS

SHA1 Fingerprint:
DEFDFIEGEBAOCO95CCET62718355A3DC3BCOG0RD

Nanee OTtmeHa



10.BBouM yuéTHble JaHHBIE U HaXKUMaeM «Jlaneey.

oy (ke

JaHHele N7 BX04a B CETh

Please enter your username and password.

spbstuilogin

Hanee OTMeHa

11.Y4deTHble JaHHBIE — Ball JIOTUH U MapOJIb OT KOPIIOPATUBHOM YUETHOM 3aMuCH.

HNucrpyknus nias Windows 7

1.CxaunBaeM apxuB C YCTAHOBILHKOM ITPOIPaMMBbI:
https://it.spbstu.ru/userfiles/files/it/vpn/anyconnect-win-7.zip

2.PazapxuBupyem (haitn Ha CBOEM KOMITBIOTEPE U 3aIlyCKaeM YCTaHOBKY:

ﬁ! Cisco AnyConnect Secure Mobility Client Setup 2

Welcome to Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

The Setup Wizard will install Cisco AnyConnect Secure
Maobility Client on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

< Badk UExt> -i [ Cancel




3.IlpuHrMaeM yClIOBUSMH JIMLIEH3UOHHOTO COTIALIEHMS:

-
15' Cisco AnyConnect Secure Mobility Client Setup

End-User License Agreement /

Please read the following license agreement carefully

Supplemental End User License Agreement
for AnyConnect® Secure Mobility Client v4.x
and other VPN-related Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULA") contains
additional terms and conditions for the Software Product licensed underthe _

T s o S e A om0 A I i i s Bl g MO e o i m S

@ I accept the terms in the License Agreement
1 1do not accept the terms in the License Agreement

Advanced Installer

< Back ][ Next > ] [ Cancel

4.3aBepmiaeM ycraHoBKy. Haxxmute Ha kHONIKY «Finishy:

.
1 Cisco AnyConnect Secure Mobility Client Setup (]

Completing the Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

Click the Finish button to exit the Setup Wizard.




5.Haxumaewm 3Ha4uok «Ilyck» u Beioupaem AnyConnect.

| @

¢y Cisco AnyConnect Secure Mobility Client a ' =Ae X

Ready to connect.

Connect

6.Jlanee BeiOMpaeM «Settings», HaXKaB HAa MUKTOTPaMMY IIECTEPEHKH BHU3Y OTPBIBILIETOCS OKHA.
Cuumaewm ranouky «Block connections to untrusted serversy:

Uil Anycon

Virtual Private Network (VPN)

Preferences | statistics I Route Details I Firewall I Message History

|| Start VPN when AnyConnect is started
E Minimize AnyConnect on VPN connect

[ Allow local {LAN) access when using VPN {if configured)

| | Disable Captive Portal Detection

[ | Block connections to untrusted servers

7.3aKpbIBa€M HaCTPOMKHU.



8.Bmecto x.x.X.X, BBemuTe sslvpn.spbstu.ru u Haxmure «Connecty. Ecmm mnosBuTCS
JIOTIOJIHUTEIBbHOE OKHO, HaxxmuTe «Connect Anyway».

@ Cisco AnyConnectgcure Mobility Client

——
Yy Cisco Anw&cure Mobility Client

A Security Warning: Untrusted Server
Certificate!

AnyConnect cannot verify server: X . X . X - X

Certificate does not match the server name.
Certificate is from an untrusted source.

Connecting to this server may result in a severe security compromise!

Most users do not connect to untrusted servers unless the reason for
the error condition is known.

P R,

\ Connect Anyway Cancel Connection
e —

9.BBoaum y4€THbIE TaHHBIE — Balll JIOTUH U ApOJIb OT KOPIIOPATUBHOW yUYE€THOM 3alUCH.

Please enter your username and password,

Username: spbstutlogin

Pasﬂwm’d: HEEE R

10./1ns1 3amycka coeAMHEHU B CIIEIYIOIIMM pa3 BaM HYKHO 3allyCTUTh IPOrpaMMy M HakaTb Ha
kHonKy «Connecty.



HNucrpykuus pias MACOS

1.CxaunBaeM apxuB C yCTAHOBILHKOM ITPOIPaMMBbI:
https://it.spbstu.ru/userfiles/files/it/vpn/anyconnect-macos.zip

2.PazapxuBupyem (haiin Ha CBOEM KOMITBIOTEPE U 3aIlyCKaeM YCTaHOBKY:

B AnyConnect VPN 4.8.02042

»

anyconnect-
macos-4.8.0...deploy-k9.pkg

VPN 4.8.02042

W Veranoeka: AnyConnect Secure Mobility Client -

Oobpo noxanoeath B YeraHoswme «AnyConnect Secure Mobility Clients!

BoegeHme Bam GyayT npeanoxeHsl ward no ycradosxke aavdoro NoO.

NMpogonxuTs




3.IlpuHrMaeM yciioBuUs JIMIIEH3MOHHOTO COINIALIEHUS:

#® ycraHoska: AnyConnect Secure Mobility Client

Onsa npogonkeHus yctaHoBKU MO Heo6Xo4WMO NMPUHATDL YC/I0BUSA
NAUEH3IMOHHOro cornalleHus.

Haxxmute «lMpuHATE», YTO6bI NPOAOIXKUTE, NN «He NpUHUMaTBL» Ana
OTMeHbl YCTaHOBKW U 3aBepllueHusa yCTaHOEILLI,HKEI.

ditions for

("You" as
eament").
npO"IHTaTb NALUEH3NIO He NPpUHUMaTb am in the
s SEULA,

In addition to the limitations set forth in the EULA on your access and use of the Software, You agree to
comply at all times with the terms and conditions provided in this SEULA. DOWNLOADING, INSTALLING,
OR USING THE SOFTWARE CONSTITUTES ACCEPTANCE OF THE AGREEMENT, AND YOU ARE
BINDING YOURSELF AND THE BUSINESS ENTITY THAT YOU REPRESENT (COLLECTIVELY,
"CUSTOMER") TO THE AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THE
AGREEMENT, THEN CISCO IS UNWILLING TO LICENSE THE SOFTWARE TO YOU AND (A) YOU MAY
NOT DOWNLOAD, INSTALL OR USE THE SOFTWARE, AND (B) YOU MAY RETURN THE SOFTWARE
(INCLUDING ANY UNOPENED CD PACKAGE AND ANY WRITTEN MATERIALS) FOR A FULL REFUND,
OR, IF THE SOFTWARE AND WRITTEN MATERIALS ARE SUPPLIED AS PART OF ANOTHER
PRODUCT, YOU MAY RETURN THE ENTIRE PRODUCT FOR A FULL REFUND. YOUR RIGHT TO
RETURN AND REFUND EXPIRES 30 DAYS AFTER PURCHASE FROM CISCO OR AN AUTHORIZED
CISCO RESELLER, AND APPLIES ONLY IF YOU ARE THE ORIGINAL END USER PURCHASER.

For purposes of this SEULA, the product You have ordered or enabled is any of the following software
products and/or the ref d functionality (the "Soft "):

Ciseo AnvConnact:

HanevartaTs... CoxpaHuTb... Hasap, Mpoaonxutb

4.Bp1bupaeM MECTO /7151 yCTaHOBKH.

® ycraHoska: AnyConnect Secure Mobility Client

CraHpapTHas ycTaHoBka Ha «Macintosh HD»

BaageHne 3T1a ycraHoeka 3aMmet 23,8 MB Ha gucke.

NuueHswma Hax@MmuTe «YCTaHOBUTE» ONA BEINONHEHWA CTAaHAAPTHOW YCTaHOBKM
PasmellieHne atoro MNO Ha gucke «Macintosh HD».

Tun ycTaHOBKM

WNameHuts pPasMelleHne YCTaHOBKH...

Hazap YcTaHoBUTB




5.3aBepiaeM yCTaHOBKY.

#® ycraroska: AnyConnect Secure Mobility Client

YcTaHoBKa yCnelHo saBeplueHa.

BeeneHue
InueHsus
PaamelleHue
TN ycTaHOBKK

YcTaHoBka

YcTaHOBKa npoluna ycrneLwHo.

0630p
MO ycnewHo ycTaHOBNEHO.

3akpbITh

6.J11s1 paboTHl HEOOXOMMO 3aIyCTHTh ycTaHOBIeHHBIM VPN-kiueHT u BBectH IP- anpec.

Cisco AnyCo...obility Client

_ ® AnyConnect afran]e,
Secure Mobility Client CISCO

)| VPN:

Ready to connect.

xi.x.x.x a Connect




7.anee BeiOupaeM «Settings» Ha)kaB Ha MUKTOrpaMMY IIECTEPEHKH BHU3Y OTPBHIBIIETOCS OKHA.

) v

Cuumaewm ranky «Block connections to untrusted serversy»:

Preferences - VPN

Start VPN when AnyConnect is started

Minimize AnyConnect on VPN connect
Allow local (LAN) access when using VPN (if configured)
Disable Captive Portal Detection

Block connections to untrusted servers

8.Beemute sslvpn.spbstu.ru Bmecro x.x.x.x u Haxmure «Connecty. Ecmu mnosBUTCS
JIOTIOJIHUTENBHOE OKHO, HAXkMUTE «Connect Anywayy.

AnyConnect aan]n
Secure Mobility Client CISCO

VPN:

Ready to connect.

xi.x.x.x ; Connect




9.BBoaum y4€THbIE TaHHBIE — Balll JIOTHH U NIApOJIb OT KOPIIOPATUBHON yueTHOU 3anucu. 1

HaXXMMaeM Ha KHONKY «OK».

Please enter your username and password.

Username: I Iogin|@spbstu.ru I

Password:




