OEJEPAJIBHOE I'OCYJAPCTBEHHOE ABTOHOMHOE OFPA3OBATEJIBHOE
YUPEXXJEHUE BBICIIEI'O OBPA3OBAHUA

«CAHKT-TIETEPBYPI' CKUH ITOJIMTEXHUYECKUY YHUBEPCUTET ITIETPA
BEJIMKOI'O»

MONUTEX

JOCTYII K CUCTEME KOHCYJIbTAHT+

C MCIIO/b30BaHNeM BeO-Opay3epa
Bepcus 1.1 om 21.04.2025 e.

Cankr-Tletepbypr
2024 r.



COAEP)XXAHUE
1 TPEBOBAHMUS K PABOUYEMY MECTY ....ccccinnnneeeccisssnneeeecssssnssesscssssnssseces

2 TIOJIK/TFOYEHUE K BEB-MHTEP®EVICY KOHCYJIbTAHT+ HA

YCTPOMCTBAX IT10/I YIIPABJIEHUEM OIIEPAIITMOHHOMU

CUCTEMBI MICROSOFT WINDOWS 10 Y1 HOBEE ........ceceecvueeerererererernns
2.1 C ucnonn3oBanuem dpaysepa Microsoft Edge.............c.cccocvevieniieniennnnne.
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1. TpeboBaHus K padbouemMy mMecTy

Ins moctyria K cucteMe KoHcynbTaHT+, pabouee MeCTO COTPY/IHUKA TO/DKHO
yIOBJIETBOPSITh C/Ie/IyIONAM TPebOBaHUSIM:
1. OmnepaimonHas cuctema: Microsoft Windows 10/11, Astra Linux;
2. Kommbrorep momkeH ObITh MoK/M0UeH K gJomeny CIIOITY;
3. Bxo/i B KOMIbIOTED OCYILECTB/SIETCS MO/, KOPIOPAaTUBHOM YUYETHOM

3dIMTUCBIO.

2. IToaxroueHue K Bed-untepdeiicy KoHcybTaHT+ Ha yCTPOIMCTBAX MO

yrnpaB/ieHHeM onepainuoHHou cucreMmbl Microsoft Windows 10 u HoBee

2.1 C ucnonb3oBanneM dpay3epa Microsoft Edge
[ mosyueHusi foctyrna K BeO-uHTepdeiicy KoHCynbTaHT+ HeoOXogumo

repedT Ha CTpaHully http://consultant.spbstu.ru/. ITonyueHwe pgocTyria

MIPOMCXOAUT 0e3 TIpeABapUTe/IbHBIX HacTpoeK. [JoCTym mpefocTaBiisieTCsl BCEM

AOMEHHBLIM I10/Ib30BaTe/IAAM, HaXOAAIUXCA B JOMEHe SprtU.

o° = i/onli
P-4 I # consultspbstu.ru/cgi/online.cgi? X | -+

« O M @ consult.spbstu.ru/
PucyHok 1. Ilepexod Ha cmpaHuyy http://consultant.spbstu.ru/

B nosiBUBIIMMCSI OKHe dBTOPH3allMK BBOJAWM KM I10/Ib30BATE/IA B d)opMaTe

login@spbstu.ru v Maposib OT KOPMOPaTUBHOM yueTHOU 3anucu. Haxxumaem «OK».


http://consult.spbstu.ru/
http://consult.spbstu.ru/

BezonacHocte Windows 4

Borviante B cuctemMy, 4toObl MONYy4MTb AOCTYN
K 3TOMY CauTy

Tpebyetcsa aeTopuzauna ans http://consult.spbstu.ru

login@spbstu.ru

-o-o.oou| o

0K OTtmeHa

PucyHok 2. OkHo asmopu3ayuu.

Ecmm nocsie aBTOpM3aluM OTKPbLIACh CTapTOBasi CTpaHWLa KoHCy/ibTaHT+,

TO aBTOPHM3aljys IIPOIllJia YCIIelHO, AOCTYII K CUCTeEME OCYH.IECTBJ'IéH.

g‘ O @ Craprosas cipanmua - wpaner X | + - o =
<« C @ A Hebesonacro | consultspbstu.ru/cgi/o Qa A @ Q| m v ® e
=-  HKonommiilnoc © cepaucruii uesrp
4 Brcus a [P} e e T e A
~ Topsuve AokywenTs Ha caifre KoncynsTakTTnioc
) KoHcynsraHtlnoc Mocneanee nononnenve 02.022024 | Monoswenve 3a Hezento
Tpodws: Yeweepcansbii v
Haiimn
T Kaprouka noucka: 3aKOHOAITENLCTBO | CyASGH2R NPaKTHKA | *+*
Hosoct BLGPaNO 4 newTii v | He nosanee 5 pespans HyXHO 1 Koaexcoi
:  NojaTb BTOpOe yBEAOM/IEHME Hanorossifi KoAEKC uacTs 1, uacts 2
KC PO: Hecsoespenentisie no HA®J1 3a aHBaps 1 TpaxaaHCK KOREKC UacTs 1, uacTh 2, uacTs 3,
~AeACTEVS HAROTOBKOS He 3annatuts Hanor
npoanesaor cosoKynHL o
P S € 2024 roga Hanorogke arexTH HanpasAsior Toya080% Kozekc
cpox npimyawTenBHOTO
RO e yeezomnentA o HION ASaxas & MeCL KoAeKc 06 aammHMCTpaTHEHSX
B3bloKaHMA Tax, no Hanory, koTopuit yaepxanw ¢ 23 no B aE D
31 HB3PA, HYXHO OTUMTATEA He NO3aHEe 3
Gespans, a sannaTTs ero — He no3anee 5 R
CoTpyasK woxan Xunse & Apyrom ropose nepea espans. Mockonexy 3 Gespans —
Oyuermem — CyAbl He NOAIEPXaNN YBONbHEHMe 33 BLIXOZHOR, TO C yUETOM NepeHoCa Kpaiiuuii M Cnpasounan kpopmaums
iy CPOK YBEAOMAEHWS 1 YNAGTH OAVHAKOBIA
= AHTVIKPYI3VICHBIE MEPS!
R MpousB0ACTBeHHbA KaneHaaph
Uek-WACT KGAPOBMKG: OTUETHI 1 33434 Ha Gespans - B3bicKamue AONTOB C QUIAL Y 6aHKOE 1 Kanenaaps yxrantepa
wapr 2024 roga A\ MOO ects mecu, utoBb yseaowuTs ) .
e e s QOpMSI HaZOTOBOTO YueTa 1 OTUETHOCTH
Kniouesan Craska Gawka Poccum
MAHOUH: KOHTPAKT CO CACIHHOR HeCTOMKOT BC3 CpaBOouHaR WHGOPMALAS
HENB3A CUMTATH MCNOTHEHHEIM GE3 WIDAGOS 1 Newel | Acoeosamtian noxipies cipsie
HoBwecTa c 1 Gespars 3
B KanbKynsTopst
sce Hosoc

) Koncrpyxrop aorosopos
P —

e 2 Koncrpyxrop yuernoit nonmn

# 0630psi
% KN/ 2. Momex ocoBenmocTeit 3akynok

B Nocneanve otkpeitbie AokymenTs!

PucyHok 3. Cmapmosas cmpaHuya KoHcynabmanm+.

Ec/v ke Ha JaHHOM 3Tarie BO3HUK/IA OIMMOKA, TO Jjiss HACTPOWKH AOCTYTa K



CHUCTEeMe CM. I1.2.

: C @ O & onsult.spbstu.ru/cgi/online.cgi?req=home&md=0.1778552080738

Unauthorized access

PucyHok 4. Owubka asmopu3ayuu.

2.2 C ucmno/ib30BaHNeM JAPYTrUX a/lbTePHAaTHUBHBIX Opay3epoB

Ec/i Ha 3Tare aBTOpM3aliuM BO3HHUK/A oirbka «Unauthorized access», To
Heo0XOZMMO BBITIOJIHATD C/IeIYIOIIe HaCTPOMKH Opay3epa A1 JOCTyIIa K CUCTeMe
KonHcynbrant+. Ha KommibioTepe OTKpbIBaeM «IlaHesb yripaBieHHs» W BbIOMpaeM

«CeTb u IHTEpHET».

[ NManens ynpasnens

4 [EE > Mawens ynpaenerun v |8 ||Nonck & nanenu ynpasnenna o

Hactpolika napameTpos KoMnbloTepa Mpocwatp:  Kateropua =

Cwcrema 1 GesonacHocTs
Mposepka cocTamHMR KoMMEmTERE
CoxpaHeHne pesepeHblx Kenui Gainos ¢ noMoLLso

WcTopuw Bainoe
Apxmneauna u seccrarceneqmne (Windows 7)

YueTHble 3aMncK NOAL3OBATENER

) Vamenenne Tuna yueTHoI 3amacy

i OdopmaeHne u nepcoHanmsalms

3 CeTb u MiHTEpHET
/ /"
it

\

Yacel n pervoH

o &R

VishieHeRine BOpMBTOR A5THI, BREMEHH it YMCen
ObopyacsaHue 1 3BYK

MpocuoTp yeTpoiicts 1 npuHTepos @ CneumnanbHble BOSMOXHOCTH

Litannchne yerpmtoiss Pexomenayembie Windows napamerpsi

OnTUMU3aLNA M30BPEKEHNA HA JKPAHE

%
=
[""-..

Mporpammbl
¥ganerue nporpammel
¥cTanosKa nporpamm

PucyHok 5. Cemb u HHmepHem.



Hanee HaxoauMm MeHI0 «CBolicTBa bpay3epa» U repexoiuM B Hero.

& Cere u MHrepher —i [m] x

« © 4 B » Mavenoynpaenerma > Cers n Mnreprer v ©| | Monck e nanean ynpasnerna )

MaHenk ynpasneqna —
AOMMH’;:'UWHME tl- LLeHTp ynpaBAeHWA CeTAMM 1 0BLIMM JOCTYNOM
L ] MpocmoTp cocToskua cetn 3agay | [Mogkniouenue K cetn
R WAt MpocMoTp ceTesbix KoMNMOTERCE W yCTROHCTE
® Cems u Minreprer ﬁ_;\x_ CeoficTea Gpaysepa
OBopyacEaHE N 38yK ¥=| Mamenerne foMaLLHEN CTPaHMLE! ¥npasneHwe HagcTpeiikaMn Bpayzepa

Yaanenme ncropun obsepa n daiinoe "cookie”
Mporpanms sy P R

YueTHble 3anucu
nonssceatenei

Odopmnenune n
NEpCoHann3aumMa

Yacel n pernoH

CreLmantHbIE B03MOXKHOCTH

PucyHok 6. Ceoticmea bpaysepa.

Bribupaem BKmagKy «be3ormacHocTb», TMocie 4yero B 30He «MecTHast

VHTpaceTb» Ha)KuMaeM «CauTbl».

Y ...
.5 Ceoiictea: MHTepHer ? =
Coaepimos Moakno4eHs MporpamMMe JononHUTensHD
Obwme BezonacHocTE KoHbHaEHUWMENEHOCTE

BribepuTe 30HY ANA NapameTpol ee NapameTpos hesonacHocTw,

O @ v’f @

WMHTepHeT MecTHaa HanemHee OnacHele
WHTPaceTk CanTel CanTel

MecTHan MHTpaceTb =
CanTel

a$ 30Ha AnA ecex seb-CaHTOR BAWER MHTPACETH,

YDUBEHb besonacHocTK ana STOH 30HbI

Ocobbiit
Ocobibie NapamMeTpil.
-YToBbl MSMEHMTE WX, WENKHUTE “Apyroin”
- AnA BOZEPSETE K PEKOMEHAOBEHHOMY YDOBHKD LWENKHHTE
TIo yMONYaHMKD ™,

Apyroi... Mo YMONYEHMD

EbIEDETb YPOBEHE fezonacHoCTH No YMOQNHaHWID AnA BCEX 30H

OK OTHMeHa MpHMEHHTE

PucyHok 7. Ceoticmea: IHmepHem.



B nosiBuBILIEMCSI OKHE rnepexoguM B OOIIOJTHUTE/IbHbIE HaCTpOﬁKH MEeCTHOU
HWHTpACeTH, Ha’)KMaeM «,Z[OHOJ'IHI/ITEJ'ILHO».
& Mecthan nHrpacets >
L@ YREmMTE BE0-CAMTEI, BX0AAWMWE B 30HY MECTHOM MHTPaCETH,
[] ABToMaTHYECKM ONpeaenaTE MPMHAANEHHOCTE K MHTPacETH
Bre CAfTH MHTPACETM, HE BRNKYEHHBIE B ADYTWE 30HRI

Bce calfThl, MoAKMHEHHE K KOTOPEIM BLINONHASTCA B 08X04 NpoKcM-Cepeepa
Bce ceTeBkie nyTH (UNC)

Y7o Takoe MapaMeTphl MHTDECETH 7

| JononHKuTensHo I oK OTMeHa

PucyHok 8. /JonoaHumenbHble HACMPOUKU MeCmHoU uHmpacemu.

Ianee mobaeinisieM B 30HY y3en http://consultant.spbstu.ru/: BBoauM B 1ose

http://consultant.spbstu.ru/, mocsie yero HaxkumaeM «/100aBUTH».

.
& MecTHaa wHTpacets et

Brl MookeTe gobaBnATe B 3Ty 30HY Bel-CaliTel M yOaNATE MX
W3 HEE. 33AaHHBIE ONA 30HEI NapaMeTPel BesonacHoCT ByayT
MNONbLS0EaTECA ANA BCEX EE CAHTOB.

[oB3EMTE B 30HY CNEAYHOILLMIA Y3En:

|http:_e'_a'ccnnsuIt.spbstu.ru_a' | I NobBaEnTs
Beb-caliThi:
¥nanuTo

[ ] Ana Bcex caliTor 3Toil 30He! TReByeTCA NpoBepka cepeepos (https:)

2aKpeITE

PucyHok 9. /TobasneHue y3na http://consultant.spbstu.ru/


http://consult.spbstu.ru/
http://consult.spbstu.ru/
http://consult.spbstu.ru/

[Tocne Toro kKak [Jo0OaBWIM B 30HY YKa3aHHbIM  BbIlie  y3esl

http://consultant.spbstu.ru/, HaxxumaeM «3aKpbITb».

& MecThan unTpaceTs >

4 Bl MoxeTe AobaBnATE B 3TY 30HY Beb-CaliThl M yoanaTe Mx
L,:j M3 Hee, 33AaHHEIE ANA 30HbI NEpamMeTpel besonacHooT ByayT
= MCMONB30EATHCA ANA BCEX S8 CANTOE.

NobEBUTE B S0HY CNEAVHOLLMIA Y3En:

| | LOD3EMTEH

Beb-caiTen:

http:ffconsult.spbstu. ru Y IaANMTh

[ ] Ans Beex cafitos sToit soHm TpebyeTca nposepka cepeepos (https:)

PucyHok 10. Hacmpotika 3aeepuieHa.

Tenepsb 3axoaum U3 M060r0 Opay3epa, BLITIONHSAS [JeHCTBHUS, yKa3aHHbIE B
m.1.1.

3. INoakrouenne K BebO-uHTepdeiicy KoHcy/bTaHT+ Ha yCTpoMCTBax

MO/ yIIpaB/IeHHEeM OMePaIjHOHHOM crucTeMbl Astra Linux

[nist monyueHust AocTyra K BeO-uHTepdecy KoHCynbTaHT+ Ha yCTPOMCTBaxX
110/ yTpaB/ieHHeM OIlepaljioHHOM cucTeMbl Astra Linux HeoOX0oAWMO HamnpaBUThb
oOpailjeHMe C€ KOPIMOpPaTUBHOTO TOYTOBOTrO siuka B CryxO0y mojaepKKu

ToJib30BaTesieil Ha afipec support@spbstu.ru.

B cBoem mucbMe-o6paiiieHrny HeoOX0AMMO yKa3aTh Cieytolee:
— Heob6xoaumocTs mosryueHus Aoctyria K KoHcyibTanT+ uepe3 Beb-0pay3ep u3
OC Astra Linux;
— Ha3panue Be0-6pay3epa;
— ®amumuio, Imsa, OTuecTBO;
— KoHTakTHbIN HOMep TesiedoHa;

— Apec romeliieHys C yKa3aHueM HoMepa KaOuHeTa;


http://consult.spbstu.ru/
http://support@spbstu.ru/

